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Abstract: Today growing technologies and services have gave the profound platform to new technique called cloud
computing. Cloud computing is gaining immense importance in today’s’ business and organizational platforms due to
availability of required resources to the user anytime-anywhere. Sharing data among multiple users is perhaps one of
the most engaging features that motivate cloud storage. Therefore, it is also necessary to ensure the integrity of
shared data in the cloud is correct. The data stored on cloud is subject to skepticism due to existence of hardware and
software failure and human errors. Moreover Cloud Service Provider (CSP) may not inform data owner about its data
loss to safeguard its reputation and business. So, there is a need for a mechanism to allow data owner and public
verifier to efficiently audit cloud data integrity without retrieving the entire data from the cloud. In addition it must
not reveal the identity of the signer on each block of data to the public verifier. The new public auditing scheme for
shared data with efficient user revocation in the cloud is proposed so that the semi-trusted cloud can re-sign the
blocks that were previously signed by the revoked user with the valid proxy re-signatures, when a user in the group is
revoked. Ring signatures are used to compute the verification metadata needed to audit the correctness of shared
data. The introduced mechanism is able to perform multiple auditing tasks simultaneously instead of verifying them
one by one.
Keywords: Cloud computing, public auditing, privacy preserving, public verifier, ring signatures.

I. INTRODUCTION
Cloud computing is one if the hottest buzzwords in technologies. It is the use of technology that provides
access to its users to various services that it provides. The emergence of this new technology allows users to
access their files, software and computing power over the web. Many small scale businesses and
organization can establish its infrastructure without the need for implementing actual hardware and software
that are needed to build entire structure as it can entirely rely on the cloud services and use its resources on
pay per use basis. But as coin has two sides so do the technology, with this advent of technology where data
is easily stored and available on cloud; there are various threats challenging the data security and integrity.
The data stored on cloud is in shared form which invites the threats like loss or corruption of data due to
software, hardware or human errors [3]. Moreover, the cloud service providers (CSP) may be reluctant to
inform the data owner about the data theft or corruption due to fear of losing their reputation and business
profit. So, to address this issue, Public Verifiers are used. A public verifier could be data user who would
like to utilize the owner’s data via cloud or third party auditor (TPA) who can provide expert integrity
checking services.
There are many approaches [9][10] to check the correctness of the data stored on the cloud, like the
traditional approach is to retrieve the entire data from the cloud to check its correctness. But, this approach
wastes users’ amount of computation and communication resources and of course the time and cost.
Thus the technique called Public Auditing [8] is being used to allow data owners and public verifiers to
check the integrity of the data without the need to download the entire data from cloud. This mechanism
divides data into many small blocks, where each block is independently signed by the owner; and a random
combination of all the blocks instead of the whole data is retrieved during integrity checking. However this
approach leads to an issue where the identity of the signer is revealed to public verifier leading to situation of
leaked identity privacy. The public verifier will learn the identity of the signer on each block due to the
unique binding between an identity and a public key via digital certificates under public key infrastructure
(PKI).As a result, public auditing may put various confidential data at risk. In order to protect the
confidential information, it is essential and critical to preserve identity privacy from public verifiers during
public auditing.
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The proposed paper will address above issue on shared data via novel mechanism that preserves privacy of
data in public auditing. Ring signatures are utilized to construct homomorphic authenticators so that public
verifier can check the integrity of shared data without disclosing the identity of the singer to public verifier.
The batch auditing mechanism allows to perform multiple auditing tasks simultaneously.
A. System flow
As shown in figure 2.1, the system consists of three parties which are: cloud server, public verifier and group
of users. The user can be the original user or group users. The original user is responsible for creating shared
data in the cloud, and shares it with group users. Both the original user and group users are members of the
group. Every member of the group is allowed to access and modify shared data. Both shared data and its
verification metadata (i.e., signatures) are stored on the cloud server. A public verifier, such as a TPA who
provides expert data auditing services or a data user outside the group intending to utilize shared data, is able
to publicly verify the integrity of shared data stored in the cloud server. When a public verifier wishes to
check the integrity of shared data, it first sends an auditing challenge to the cloud server. After receiving the
auditing challenge, the cloud server responds to the public verifier with an auditing proof of the possession
of shared data. Then, this public verifier checks the correctness of the entire data by verifying the correctness
of the auditing proof.

Fig 1: System model showing the cloud server, public verifier and group of users

B. Design goals
The main design objective is to design a system that will allow the public verifier to verify the integrity of
shared data without retrieving the entire data from the cloud and without revealing the identity of the signer
of each block. It must allow only a group users to generate valid metadata on shared data.
In order to preserve the identity of signer, we are creating the global private key which will be formed on
behalf of all users in the group. This key can be used by all users of the group to sign the block. However, if
any user leaves the group, it leads to regeneration of the global key which will be securely shared among the
rest of the group. This however involves huge overhead of key management and key distribution.
C. Possible alternatives
Another possible approach to achieve identity privacy is to add a trusted proxy between a group of users and
the cloud in the system model. More concretely, each member’s data is collected, signed, and uploaded to
the cloud by this trusted proxy, and then a public verifier can only verify and learn that it is the proxy signs
the data, but cannot learn the identities of group members. Yet, the security of this method is threatened by
the single point failure of the proxy. Besides, sometimes, not all the group members would like to trust the
same proxy for generating signatures and uploading data on their behalf. Utilizing group signatures is also an
alternative option to preserve identity privacy.
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Trusted Computing offers another possible alternative approach to achieve the design objectives of our
mechanism. Specifically, by utilizing direct anonymous attestation which is adopted by the Trusted
Computing Group as the anonymous method for remote authentication in trusted platform module, users are
able to preserve their identity privacy on shared data from a public verifier. The main problem with this
approach is that it requires all the users to usedesigned hardware, and needs the cloud provider to move all
the existing cloud services to the trusted computing environment, which would be costly and impractical.
II. PRELIMINARIES
A. Ring signatures
With the concept of ring signatures, the verifier understands that the signature is computed using one of the
group members’ private key but is not able to know which one. More concretely, given a ring signature and a
group of users, say d, a verifier cannot distinguish the signer’s identity with a probability more than 1/d. This
property can be used to preserve the identity of the signer from a verifier.
B. Homomorphic Authenticators
Homomorphic authenticators (also called homomorphic verifiable tags) are basic tools to construct public
auditing mechanisms. Besides unforgeability a homomorphic authenticable signature scheme, which denotes
a homomorphic authenticator based on signatures, should also satisfy the following properties.
1. Block less verifiability
It allows a verifier to audit the correctness of data stored in the cloud server with a special block, which is a
linear combination of all the blocks in data. If the integrity of the combined block is correct, then the verifier
believes that the integrity of the entire data is correct. In this way, the verifier does not need to download all
the blocks to check the integrity of data.
2. Non-malleability
It indicates that an adversary cannot generate valid signatures on arbitrary blocks by linearly combining
existing signatures.
III. MODERN RING SIGNATURE SCHEME
The main motto of ring signatures [12] [13] is to hide the identity of the signer on each block in order to keep
private and sensitive information un-disclosed to public verifier. However, the traditional ring signatures
does not support block less verifiability and so the verifier needs to download the entire data from the cloud
to check the correctness of the shared data which in turn consumes more bandwidth and more time.
Therefore, it designs a new homomorphic authenticable ring signature (HARS) scheme, which is extended
from classic ring signature scheme. HARS generated ring signatures are not only able to preserve identity
privacy but are also able to support block less verifiability.
A. Construction of HARS
The HARS contains three algorithms: KeyGen, RingSign and RingVerify. In KeyGen algorithm each user in
the group generates his/her public key and private key. In RingSign algorithm a user in the group is able to
generate a signature on a block and its block identifier with his/her private key and all the group members’
public keys. A block identifier is a string; it distinguishes the corresponding block from others. A verifier can
check whether a given block is signed by a group member in RingVerify.
PUBLIC AUDITING MECHANISM
Using HARS and its properties, a privacy-preserving public auditing mechanism for shared data in cloud is
constructed. In this scheme, the public verifier can verify the integrity of shared data without retrieving the
entire data. The identity of the signer on each block in shared data is kept private from the public verifier
during the auditing.
B. Reduce Signature Storage
Another important issue need to consider in the construction of this scheme is the size of storage used for
ring signatures. By the taxonomy of the ring signatures in HARS, a block m is an element of Zp and its ring
signature contains d elements of G1, where G1 is a cyclic group with order p. It means a |p|-bit block
requires a d * |p| -bit ring signature, which forces users to spend a huge amount of space on storing ring
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signatures. It will be very frustrating for users, because cloud service providers, such as Amazon, will charge
users based on the storage space they use.
To reduce the storage of ring signatures on shared data and still allow the public verifier to audit shared data
efficiently, we exploit an aggregated approach to expand the size of each block in shared data into k *|p| bits.
With the aggregation of a block, the length of a ring signature is only d/k of the length of a block. Generally,
to obtain a smaller size of a ring signature than the size of a block, it choose k > d. As a trade-off, the
communication cost of an auditing task will be increasing with an increase of k.
C. Support Dynamic Operations
To enable each user in the group to easily modify data in the cloud, there is a need to support dynamic
operations on shared data. Dynamic operation such as insert, delete or update operation are performed on a
single block. Since the computation of a ring signature includes an identifier of a block, traditional methods
which only use the index of a block as its identifier are not suitable for supporting dynamic operations on
shared data efficiently.
When a user modifies a single block in shared data by performing an insert or delete operation, the indices of
blocks are changed after the block modification and the changes of these indices require users, who are
sharing the data, to re-compute the signatures of these blocks, even though the content of these blocks are not
modified. This mechanism can allow a user to efficiently perform a dynamic operation on a single block, and
avoid the re-computation of indices on other blocks.
D. Batch Auditing
Sometimes, a public verifier may need to verify the correctness of multiple auditing tasks in a very short
time. Directly verifying these multiple auditing tasks separately would be inefficient. By leveraging the
properties of bilinear maps, the concept of batch auditing can be supported, which can verify the correctness
of multiple auditing tasks simultaneously and improve the efficiency of public auditing.
IV. LITERATURE SURVEY
For some years, tools for defending against hackers have been in the form of software to be installed on each
device being protected or appliances deployed on premise. However, to be effective, such protection needs to
be constantly updated. Common methods for ensuring security of data in cloud consist of data encryption
(cryptographic process) before storage, authentication process before storage or retrieval and constructing
secure channels for data transmission. The protection methods find their routes in cryptographic algorithms
and digital signature techniques.
The cryptographic algorithms are classified into two categories: symmetric and asymmetric algorithms.
Symmetric algorithm uses a single key known as secret key both for encryption and decryption process
whereas asymmetric algorithm uses two keys; one is the public key made available publically and the other
one is the private key, which is kept secret used to decrypt the data. Breaking the private key is rarely
possible even if the corresponding public key is known well in advance. Examples of symmetric algorithm
comprise of Data encryption standard (DES), International data encryption algorithm (IDEA), advanced
encryption standard (AES) on the other hand asymmetric key algorithm include RSA algorithm. Asymmetric
algorithms are best suited for real world use and provides undeniable advantages in terms of functionality
whereas symmetric algorithms is ideally suited for security applications like remote authentication for
restricted websites which do not require full-fledged asymmetric set up. The use of passwords for
authentication process is popular among the users but the transmission of messages containing password may
be vulnerable to illegal recording by the hackers hence posing a security breach in the system. Some more
advanced authentication techniques may employ the concept of single-usage-password where the system
may generate challenge token expecting the user to respond with an encrypted message using his secret key
which converts the password to some derived value enabling.
While using the cryptographic techniques for ensuring data security care should be taken for storing
encryption and decryption keys. Rigorous methods should be adopted to prevent insiders and privileged user
from gaining access to the encrypted data and decryption key simultaneously. Thus, the importance of SLAs
is recognized in this context. The policies responsible for user data protection must be clearly mentioned in
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the provider’s contract. After reviewing the data security requirements following recommendations have
been included in multiparty SLA suggested at the end to ensure data security in cloud:
1. Encrypted data and decryption key must not be stored at the same place
2. Access control techniques should be applicable for malicious insiders and privileged users 3. Independent
audits must be conducted to access the effectiveness of techniques employed for data storage.
4. Service providers must abide the ethics and legal laws and should be responsible for discrepancies if any
5. Backup and reset methods against system crash and failures.
In many applications, it is desirable to work with signatures that are both short and yet where many messages
from different signers are verified very quickly. RSA signatures satisfy the latter condition, but are generally
thousands of bits in length. Recent developments in pairing based cryptography produced a number of short
signatures which provide equivalent security in a fraction of the space. Unfortunately, verifying these
signatures is computationally intensive due to the expensive pairing operation. In an attempt to
simultaneously achieve short and fast signatures, it was proved how to batch verify two pairing-based
schemes so that the total number of pairings was independent of the number of signatures to verify. On the
theoretical side, we introduce new batch verifiers for a wide variety of regular, identity based, group, ring
and aggregate signature schemes. Our goal is to test whether batching is practical; that is, whether the
benefits of removing pairings significantly outweigh the cost of the additional operations required for
batching, such as group membership testing, randomness generation, and additional modular exponentiations
and multiplications.
V. OBSERVATION
The observation of our proposed system led to the happening of the results mentioned below: 1. Encrypted
data and key are stored separately on different storage media. 2. Before decrypting the data the user have to
enter OTP which is sent on his mail and combination of OTP, key and encrypted data are used to generate
original data. 3. For accessing the data the user is restricted in read only mode and for insert, modify and
delete the notification is sent to admin. 4. After encryption or decryption the original data is deleted. 5. For
securing the Account and Service Hijacking, we are eliminating the TPA. The work of TPA will be done by
admin and our proposed system.
VI. CONCLUSION
This paper efficiently utilizes ring signatures for construction of homomorphic authenticators to hide the
identity of the signer on each block. The proposed work allows the public verifier to audit the integrity of the
shared data without retrieving the entire data hiding the identity of the signer. Thus, this paper effectively
discusses the privacy preserving public auditing mechanism for shared data in the cloud.
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